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PRIVACY PROGRAM POLICY

At Washington Terrace City, we prioritize privacy and data security. This Privacy Policy outlines
our commitment to safeguarding personal data in compliance with applicable laws and
regulations. This policy is in compliance with the Utah Government Data Policy Act (GDPA)

This is a general overview of the City Privacy Policy. Individual processes and procedures for
reporting, collecting, storing, sharing, and processing will be in writing and available in each
department that they are needed.

General Policy

Each employee with access to personal data is obligated, to the best of their ability, to only work
with the minimal amount of data needed, and to protect the data they have been entrusted with ,
to ensure that data is not inappropriately shared or exposed and to prevent over-collection and
over-retention.

Each employee with access to personal data is trained periodically, both at the start of their work
and on an annual basis thereafter.

Each employee with access to personal data is responsible for reporting personal data incidents
or other adverse events that they observe to their manager, dedicated IT, or Privacy Officer
without delay.

Each employee with access to personal data is only allowed to access the data to which they have
a legitimate need to know and report to their manager, dedicated IT, or Privacy Officer if they
believe they have wider access than granted.

Persons with access to personal data are not permitted to engage in the sale of personal data
unless it is required by law. Fees (based on an approved schedule, such as GRAMA) charged for
access to records are not considered sale of personal data.

Data Collection and Usage

The City collects and processes data only for specific, lawful purposes and follows the Utah
Fundamental Principles for Data processing. The overview of the principles are in attachments A
and B of this policy.

Personal data is used solely for the purpose of which it was collected unless consent or legal
obligations require otherwise.



Only the minimum amount of personal data necessary to achieve the specified purpose shall be
collected.

The City does not sell or monetize any personal data.

A Personal Data Request Notice will be available at the time of data collection. The Data

Request Notice will be displayed with signage, a QR code, or expressly written on the form or
contract. The notice will inform individuals about the reasons for data collection, intended use of
the data, consequences of refusing the data, and entities with whom the data will be shared.

The City Website will post a Privacy Statement informing visitors to the website of the data that
may be collected.

The City will post signage at City events and recreation games where photographs or video may
be taken stating that “Pictures will be taken at this event and may be displayed on the city
website or social media platforms.” Public Meetings, such as City Council Meetings, which are
recorded and televised through social media platforms will have wording on the agendas
notifying the public that by attending the meeting that they give consent to their image, voice,
and likeness being broadcasted.

Sample copies of the statements can be found in Attachments.

Data Access and Sharing

Access to personal data is restricted to authorized personnel. An Access Policy can be found in
attachment E

The City shares personal data with third parties only, when necessary, in compliance with
protection regulations, and under contracts that include necessary data requirement. The Privacy
clause is in attachment C.

Data Retention

The City retains personal data only as long as it is needed, for its intended purpose, or as legally
required. Once the retention period has expired, we securely delete the date using the following
method(s) : Secure, certified records destruction through certified shredding company. Hard
Drive or digital information will be disposed with current allowed practices.

The City adheres to the retention schedule approved by the Utah State Archives Division.
Destruction of records where retention has been met is reviewed and completed at least annually.

Department Heads will be responsible for the retention of data and records and will be
responsible to collect, label, and bring boxes to the City Recorder for destruction.

Data Security

The City employs security measures to protect personal data.



e Access controls. Each employee who has access to personal data is given access to
computer programs through the City Manager or designee.
e Paper form. Hard Copy files will be securely locked when not in use.

Data Subject Rights

Individuals have rights under respective laws, such as GRAMA, that may include access,
erasure, data portability, and objection to data processing rights. Individuals may contact the City
to have access to their data for corrections and review.

Consent Management

There may be times where consent is required for data processing. The City will seek
individual’s agreement before processing the data. Consent may be withdrawn be the individual
unless under certain circumstances, consent is unable to be withdrawn.

Data Breach Response

The City has procedures to detect, report, and respond to data breaches promptly, including
notifying affected individuals and authorities. The procedures are at a higher level and for
security reasons, will not be detailed in this policy. The City has a dedicated IT technician to
enact the Incident Response Plan.

Privacy Officer

The Privacy Officer overseas data protection, privacy compliance, monitors the privacy program,
responds to data privacy complaints, and serves as a point of contact for an individual’s privacy
rights. Our Privacy Officer can be contacted at:

Tom Hanson, City Manager
801.395.8282

tomh@washingtonterrace.gov

The Privacy Officer oversees the Information Security Officer who oversees the protection of the
City’s computer system and data from cyber threats. They implement security measures and
monitor systems for breaches and ensure compliance with security standards. The City has a
dedicated Information Technician.

Training and Awareness

Employees and volunteers receive security and privacy training on data protection
responsibilities. The Human Resource Department will provide training to all employees on a
yearly basis and log the completion and attendance of the trainings. Newly hired employees will
receive the training within 30 days of new hire. Employees who transfer to a different job that
requires more security training will receive new training at that time. Training will be given
when policy, procedures, or laws dictate.


mailto:tomh@washingtonterrace.gov

Compliance Monitoring

The City will review and update privacy policies to ensure compliance with respective laws at
least annually. The City’s Monitoring Metrics are listed in attachment D. The Compliance
Monitoring and Reporting Policy is located in Attachments.

Partnerships

When appropriate, the City will partner with the following agencies for legal guidance,
compliance, reporting requirements, and cybersecurity management.

e Attorney General’s Office
e State Privacy Officer
e Cyber Center

Review

This policy shall be reviewed annually and updated as necessary to reflect changes in laws,
regulations, or City operations. Significant updates will be communicated to residents via the
City’s official website and other appropriate channels.

Disclaimer and Contact Information:
This Privacy Policy was approved by the City Council in open meeting on July 17, 2025

The City reserves the right to update the Privacy Program Policy as needed throughout the year
as laws, processes, and best practices may dictate.

For questions concerning this policy, please contact Tom Hanson at 801.395.8282 or
tomh(@washingtonterrace.gov
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Attachments:

TOmMEONw

Utah Fundamental Privacy Principles
Personal Data Notice

Privacy Clause for vendors

Monitoring Metrics

Data Access and Sharing Procedures ( Data Inventory Form)
Retention Schedule Policy

Data Breach Response (Restricted)

Relevant Policies and Forms

City Website Privacy Statement

Compliance Monitoring and Reporting Policy
Data Subjects Rights

Training and Awareness Policy



ATTACHMENT A
Utah Fundamental Privacy Principles

1. Individual Participation

2. Lawful, Fair, and Responsible use
Collection, use, and disclosure:
- Based on legal authority
- Notdeceptive
- Notdiscriminatory or harmful
- Relevant and readable

3. Data Minimization
The minimum amount of information is collected, used, or disclosed to accomplish the
stated purpose

4. Transparency and accountability
Transparency means being open about what personal information is collected, for what
purposes, and who it is shared with under what circumstances. Accountability involves
taking responsibility for adhere to data privacy laws.

5. Security
Appropriate administrative, technical, and physical security practices to protect the
confidentiality, integrity, availability and control of personal information.

6. Duediligence.
Taking reasonable steps and exercising care before and after entering into an agreement or
arrangement with a third party sharing personal information.



Personal Data Collection Notice

CONTRACTS AND CITY FILES

We, the City of Washington Terrace, are committed to protecting your privacy and handling your data
transparently. Below is a summary of the personal information we collect, how we use it, and your rights
regarding data:

What data do we collect?

Contact Information (when applicable): Name, Company/Agency Name, Address, Telephone number,
email address, Social Security Number or Tax ID Number, Financial Account Information.

Usage Data: The information is collected for Contracts entered into with the City for services,
agreements, vendor information, development agreements, and other official city business.

Why do we collect this data?

To maintain current contract information with contractors and entities in which the city has entered an
agreement.

To comply with Open Meetings Act requirements for transparency.

To collect tax information from vendors for IRS compliance.

For security/identification purposes and to comply with legal obligations.
Who do we share your data with?

The City does not sell or monetize any personal data. Data may be shared:
When requested by law (Law enforcement, Federal or state law)

All 3" party contractors must follow the City’s Privacy Data Policy.

How do we protect your data?

We implement adequate security measures including encryption when needed, password protections to
allow restricted access to only authorized personnel, and secure hard copies in secure locations to
ensure the confidentiality and integrity of your data. All information is soley used for the purpose in
which it was collected unless consent or legal obligations are required.

Retention Information:

We retain your data only as long as necessary to fulfill the purposes outlined above and in accordance
with the Utah State Archives Retention Schedule.

Your rights:

You can contact us here to carry out your rights: amyr@washingtonterrace.gov, 801.393.8681

Access: You can request to see the data we hold about you.

Correction: You can request that we correct any inaccuracies in your data.
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Deletion: You can ask us to delete your data under certain conditions.

Refusal: Refusal to provide the data may result in failure to complete the transaction, failure to
complete registration, failure to submit permit requests or renewals.

For more detailed information, please visit our website www.washingtonterrace.gov

For additional questions contact us here: City Manager Tom Hanson, Privacy Officer.
801.395-8282

tomh@washingtonterace.gov
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Personal Data Collection Notice

UTILITY BILLING, BUSINESS LICENSE, PLANNING AND CODE DEPT.

We, the City of Washington Terrace, are committed to protecting your privacy and handling your data
transparently. Below is a summary of the personal information we collect, how we use it, and your rights
regarding data:

What data do we collect?

Contact Information (when applicable): Name, Home/mailing address, Date of Birth, Email Address,
Telephone Number, Sales Tax Number, License Plate, Signature

Usage Data: Utility Account set up, Business License application, Facilities Reservations, Code
enforcement

Why do we collect this data?

To maintain and improve record keeping of utility accounts, business license applications, facility
reservations, Building permits, and code enforcement concerns. Information helps with the verification
of property ownership and verification of business operations for compliance with applicable laws and
ordinances.

To communicate with you about updates, events, city emergencies, utilities outages, account inquiries,
renewals, and time-sensitive information.

For security/identification purposes and to comply with legal obligations.
Who do we share your data with?

The City does not sell or monetize any personal data. Data may be shared:
When requested by law (Law enforcement, Federal or state law)

3rd parties that we contracted with to provide the services you request, such as facilitating payments
online.

3" parties that we contracted with to provide billing statements or mailings.
All 3™ party contractors must follow the City’s Privacy Data Policy.
How do we protect your data?

We implement adequate security measures including encryption when needed, password protections to
allow restricted access to only authorized personnel, and secure hard copies in secure locations to
ensure the confidentiality and integrity of your data. All information is soley used for the purpose in
which it was collected unless consent or legal obligations are required.

Retention Information:

We retain your data only as long as necessary to fulfill the purposes outlined above and in accordance
with the Utah State Archives Retention Schedule.



Your rights:

You can contact us here to carry out your rights: amyr@washingtonterrace.gov, 801.393.8681

Access: You can request to see the data we hold about you.
Correction: You can request that we correct any inaccuracies in your data.
Deletion: You can ask us to delete your data under certain conditions.

Refusal: Refusal to provide the data may result in failure to complete the transaction, failure to
complete registration, failure to submit permit requests or renewals.

For more detailed information, please visit our website www.washingtonterrace.gov

For additional questions contact us here: City Manager Tom Hanson, Privacy Officer.
801.395-8282

tomh@washingtonterace.gov
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Personal Data Collection Notice

HUMAN RESOURCES

We, the City of Washington Terrace, are committed to protecting your privacy and handling your data
transparently. Below is a summary of the personal information we collect, how we use it, and your rights
regarding data:

What data do we collect?

Contact Information (when applicable): Name, Date of Birth, Address, Telephone number, email
address, Social Security Number, State ID Number, Alien Registration Number, Driver’s License Number,
Financial Account Information, Passport Number, Citizenship status, Education Level, Work related data
( occupation, title, salary, work history, performance reports), Medical/Workers Comp information,
Financial history, Criminal Records, Drug Screen, and some family information (names, socials, for
insurance purposes)

Usage Data: The information is collected for Employee Records and Payroll Information. Some of the
above data is collected on Employment Applications for perspective employees.

Why do we collect this data?

To maintain a current Employee File, which contains, but is not limited to: An IRS I-9 verification form as
required by federal law, Complete Motor vehicle License checks per City Policy, Payroll Information for
payroll processing, Insurance information, Emergency Contact Information, Performance reviews and
certifications.

To review and evaluate employment applications and contact information for interviews and follow up
contact.

For security/identification purposes and to comply with legal obligations.

Who do we share your data with?

The City does not sell or monetize any personal data. Data may be shared:

When requested by law (Law enforcement, Federal or state law)

3rd parties that we contracted with to provide Health Insurance (PEHP) and Retirement Service (URS)

3" parties that we contracted with to provide Insurance to the City for Workers Compensation, Vehicle
Background checks, and optional auxillary insurance for eligible employees.

All 3™ party contractors must follow the City’s Privacy Data Policy.
How do we protect your data?

We implement adequate security measures including encryption when needed, password protections to
allow restricted access to only authorized personnel, and secure hard copies in secure locations to
ensure the confidentiality and integrity of your data. All information is soley used for the purpose in
which it was collected unless consent or legal obligations are required.



Retention Information:

We retain your data only as long as necessary to fulfill the purposes outlined above and in accordance
with the Utah State Archives Retention Schedule.

Your rights:

You can contact us here to carry out your rights: amyr@washingtonterrace.gov, 801.393.8681

Access: You can request to see the data we hold about you.
Correction: You can request that we correct any inaccuracies in your data.
Deletion: You can ask us to delete your data under certain conditions.

Refusal: Refusal to provide the data may result in failure to complete the transaction, failure to
complete registration, failure to submit permit requests or renewals.

For more detailed information, please visit our website www.washingtonterrace.gov

For additional questions contact us here: City Manager Tom Hanson, Privacy Officer.
801.395-8282

tomh@washingtonterace.gov
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Personal Data Collection Notice

RECREATION DEPARTMENT

We, the City of Washington Terrace, are committed to protecting your privacy and handling your data
transparently. Below is a summary of the personal information we collect, how we use it, and your rights
regarding data:

What data do we collect?

General Information (when applicable): Name, Date of Birth, Address, Telephone number, email
address, Social Security Number, Driver’s License Number, School Grade of minors

Additional Information for certain recreational sport programs (when applicable): Gender, weight,
height, medical information ( medications, operations, physician provided bio-metrics), Proof of
Insurance

Usage Data: The information is collected for volunteer/coaches background checks, registration
information for minors for placement on teams, WFFL football league requirements.

Why do we collect this data?

To maintain a current background check on volunteers and coaches who work within our recreation
programs.

To register minors for recreation programs and ensure that they are placed within the appropriate age
group/skill level.

More in-depth information is needed in compliance with the W.F.F.L. Football league by-laws to ensure
that minors are declared physically fit by their family doctors to play in the league.

For security/identification purposes and to comply with legal obligations.

Who do we share your data with?

The City does not sell or monetize any personal data. Data may be shared:

When requested by law (Law enforcement, Federal or state law)

3rd parties that we contracted with to provide online registration services.

3" parties that we contracted with to provide the Football League Program ( W.F.F.L)
All 3™ party contractors must follow the City’s Privacy Data Policy.

How do we protect your data?

We implement adequate security measures including encryption when needed, password protections to
allow restricted access to only authorized personnel, and secure hard copies in secure locations to
ensure the confidentiality and integrity of your data. All information is soley used for the purpose in
which it was collected unless consent or legal obligations are required.

Retention Information:



We retain your data only as long as necessary to fulfill the purposes outlined above and in accordance
with the Utah State Archives Retention Schedule.

Your rights:

You can contact us here to carry out your rights: amyr@washingtonterrace.gov, 801.393.8681

Access: You can request to see the data we hold about you.
Correction: You can request that we correct any inaccuracies in your data.
Deletion: You can ask us to delete your data under certain conditions.

Refusal: Refusal to provide the data may result in failure to complete the transaction, failure to
complete registration, failure to submit permit requests or renewals.

For more detailed information, please visit our website www.washingtonterrace.gov

For additional questions contact us here: City Manager Tom Hanson, Privacy Officer.
801.395-8282

tomh@washingtonterace.gov
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Personal Data Collection Notice

JUSTICE COURT AND ANIMAL LICENSING

We, the City of Washington Terrace, are committed to protecting your privacy and handling your data
transparently. Below is a summary of the personal information we collect, how we use it, and your rights
regarding data:

What data do we collect?

Contact Information (when applicable): Name, Home/mailing/work address, Date of Birth, Email
Address, Telephone Number, Criminal Records

Usage Data: Contact information for notifications, offer senior discounts on licensing.

Why do we collect this data?

To contact you concerning the scheduling of court dates, warrant issuance, inquiries on payments.
For security/identification purposes and to comply with legal obligations.

Who do we share your data with?

The City does not sell or monetize any personal data. Data may be shared:

When requested by law (Law enforcement, Prosecutors, Federal or state law)

3rd parties that we contracted with to provide animal control services (South Ogden City)

All 3" party contractors must follow the City’s Privacy Data Policy.

How do we protect your data?

We implement adequate security measures required by the Administrative Office of the Courts, as well
as the Bureau of Criminal Investigations (BCl) . We only allow restricted access to only authorized
personnel, and secure hard copies in secure locations to ensure the confidentiality and integrity of your
data. All information is soley used for the purpose in which it was collected unless consent or legal
obligations are required.

Retention Information:

We retain your data only as long as necessary to fulfill the purposes outlined above and in accordance
with the Utah State Archives Retention Schedule for the Justice Court.

Your rights:

You can contact us here to carry out your rights: amyr@washingtonterrace.gov, 801.393.8681

Access: You can request to see the data we hold about you.
Correction: You can request that we correct any inaccuracies in your data.

Deletion: You can ask us to delete your data under certain conditions.
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Refusal: Refusal to provide the data may result in failure to complete the transaction, failure to
complete registration, failure to submit permit requests or renewals.

For more detailed information, please visit our website www.washingtonterrace.gov

For additional questions contact us here: City Manager Tom Hanson, Privacy Officer.
801.395-8282

tomh@washingtonterace.gov
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Privacy Provisions for Vendor Contracts

Legal Compliance: The Vendor shall comply with federal and state data protection laws and regulations
in relation to the services provided under this contract, including but not limited to the Governmental
Data Privacy Act.

Data Protection and Security: The Vendor shall implement and comply with federal and state
regulations to ensure the security and confidentiality of Washington Terrace City data. The Vendor shall
employ industry-standard security measures and best practices to safeguard the data. The Vendor shall
implement adequate administrative, technical and physical safeguards. Such measures may include, but
are not limited to, encryption, access controls, firewalls, intrusion detection systems, regular security
assessments, and employee training on data protection and security.

Confidentiality: The Vendor shall maintain the strict confidentiality of the City of Washington Terrace’s
data and shall not disclose it to any third party without obtaining the city’s prior written consent. The
Vendor shall ensure that its personnel involved in the processing of data are subject to confidentiality
obligations and are aware of the importance of maintaining the security of the data.

Use of Data: The Vendor shall use the City of Washington Terrace’s data solely for the purposes
explicitly specified in the contract and may not use the data for any other purpose without obtaining the
City’s prior written consent and is specifically forbidden to sell, monetize or otherwise improperly share
the client’s data. This limitation is also applicable to use of any insights or contextual data derived of the
client’s data.

Subcontracting: In the event that the Vendor intends to subcontract any services under this contract,
they shall ensure that subcontractors comply with the privacy clauses required by the Vendor and
obtain the City of Washington Terrace’s approval of the subcontractors engaged.

Breach? Notification: The Vendor shall promptly notify the City of Washington Terrace within 24 hours
of any verified or suspected breach of data security, unauthorized disclosure, or misuse of the City of
Washington Terrace’s data, as defined by federal and state law. Further, if it is unclear whether an event
may be considered a breach, unauthorized disclosure, or misuse of data as defined in the contract, the
Vendor shall err on the side of caution and disclose the event to the City of Washington Terrace. The
Vendor shall fully cooperate with the City of Washington Terrace during the investigation and mitigation
of the breach and shall provide the City with all relevant details regarding the breach, including the
nature of the breach, the data affected, the potential consequences, and any remedial actions taken or
proposed to address the breach. Vendor is obligated to get approval from Washington Terrace City
before circulating a notice of breach to the impacted individuals or regulatory bodies. If credit
monitoring is offered as a result of an incident arising from or in connection with the vendor’s activities,
the vendor is responsible for covering the cost of such monitoring and ensuring that victims of the

1 Breach is typically defined as: the loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or any
similar occurrence where: a person other than an authorized user accesses or potentially accesses regulated data such as
personally identifiable information, personal information or personal data, or an authorized user accesses such data for another
than authorized purpose.



breach are not automatically enrolled in a for-profit data-sharing program by the credit monitoring
service provider.

Data Deletion: Upon termination of the contract, or at a request of the City of Washington Terrace , the
Vendor shall securely delete or return all of the City of Washington Terrace data as specified in the
contract, ensuring that the data is securely and irreversibly deleted to prevent unauthorized access or
recovery and providing a Certificate of Destruction within 14 days from contract termination or request
submitted.

Liability and Insurance: The Vendor shall assume full liability for any damage or loss arising from a
confirmed or suspected breach of data security or privacy, or its investigation, and shall maintain
adequate insurance coverage that specifically includes data privacy protection throughout the term of
the contract as well as throughout the term the vendor holds or in any way uses the City of Washington
Terrace’s data. The Vendor shall provide to the City of Washington Terrace a certificate of insurance
satisfactory to the city before services provided.

The Vendor acknowledges that its liability for any damage or loss arising from or connected to a data
security breach or privacy violation shall not be limited solely to the extent of insurance coverage, and
the Vendor remains fully responsible for any liabilities beyond the insurance coverage limits.

Audit Clause: The City of Washington Terrace has the right to conduct audits, including on-site, to verify
the Vendor's compliance with the contract. The City of Washington Terrace may choose to conduct the
audit themselves or engage a third-party auditor, and the Vendor shall fully cooperate with the audit
process.



WASHINGTON TERRACE CITY MONITORING METRICS UNDER THE CITY PRIVACY PROGRAM

1. Privacy Policy and Notices
The City of Washington Terrace has updated Privacy Policy Statements and
notices, which undergo yearly updates and are available to the public

1 The City has a properly published privacy policy that the employees or other
persons with access to the organization's data are required to adhere to
YES NO

!
!

2 The City has a privacy policy statement on their website.
YES NO

!
|

3 The statement has been reviewed/updated within the last 12 months.
YES NO

!
!

4 The statement complies with legal requirements outlined in the code.
YES NO

|
i

5 The City embeds privacy notices at entry points of data collection ( City Hall,
Registration area, Court, online, forms)
YES NO

|
I

6 The notices are periodically reviewed for accuracy .
YES NO

|
|

2. Regular Health Checks

The City of Washington Terrace conducts regular checks to assess compliance with
privacy policies and procedures. Health Checks can identify areas of non-compliance and
help the city take corrective action to ensure that privacy polices are being followed.

1 Health check conducted within last 24 months
YES NO

!
|

2 Outcome shows improvement since last check was performed
YES NO

|
|

3. Incident Tracking

The City of Washington Terrace tracks privacy incidents and data breaches.
By tracking incidents, the city can identify patterns and trends that may indicate
weakness in policy and procedures



1 Incident tracking is being done

YES NO

!
]

2 Numbers of reported incidents show rise of awareness
YES NO

|
|

3 Root cause analysis is being performed
YES NO

!
]

4 Lessons learned are implemented

YES NO

|
|

5 Annual report provided to the Utah Cyber Center
YES NO

!
]

6 Tracking of breaches reportable to the Utah Cyber Center and Attorney
General's Office is conducted on an annual basis
YES NO

!
]

4. Privacy Training

The City of Washington Terrace provides training to employees to ensure that they
understand the importance of privacy policies and know how to follow them.
Ongoing training helps employees stay up to date.

1 Mandatory privacy specific trainin gis assigned to all new hires
YES NO

|
|

2 Mandatory training extends to volunteers
YES NO

!
]

3 Annual mandatory training is provided to all employees
YES NO

|
|

4 Records of completion of all training is kept
YES NO

!
]

5 Training modules get updated annually to reflect new changes in law
YES NO

|
|



5. Privacy Impact Assessments (PIA)

The City of Washington Terrace conducts PIAs to identify potential privacy risks
associated with new projects or initiatives to design processes from the start

1 Number of PIA conducted is greater than zero in the measured
YES NO

|
|

2 Completed PIA records must be retained for a minimum of three years
from the date of completion
YES

|
|

NO

6. Internal Reporting

The City of Washington Terrace encourages employees to report any privacy incidents
or concerns to the Risk Manager to help identify potential concerns and corrections.

1 The City has a dedicated Privacy Records Management Officer
YES NO

!
!

2 Such officer has undergone specific training for their role
YES YES

|
l

7. Privacy Rights

The City of Washington Terrace can addresss data subject requsts and uphold their
rightrs, including accessing or deleting their personal data.

1 Individual Request Response time measured
YES NO

!
|

2 Response time improved since last period metrics were collected
YES NO

|
|

8. Privacy Complaints

The City of Washington Terrace tracks privacy complaints, analyszes root causes,
and embeds appropriate safeguards based on findings.

1 The City tracks number of complaints per year
YES NO

!
|

2 Overall number of substantiated complaints is smaller than last
measured

!
|

YES NO



3 All complaints have been resolved and the complaintantis informed
YES NO

!
!

4 Time to resolve complaintes is tracked
YES NO

!
|

9. Records Retention Scheudle

The City of Washington Terrace periodically reviews its adhereance to respective

records retention schedules and has an updated policy on records management and data
classification

1 The city conducts an annual revie wof obsolete records
YES NO

!
!

2 The city undertakes steps to establish record classification standard
YES NO

|
i

3 The city submits necessary documents to the State Archives per respective
code section
YES

|
|

NO

4 Records Officer certification complies at time of check
YES NO

|
|

10. Third Party Management
The City of Washington Terrace adequately manages its vendors that may have access to the
citys data, and monitors compliance.

1 Repository of contracts exists

YES NO

|
|

2 Contractsinclude appropriate privacy clauses, vetted by legal
YES NO

!
|

3 At the end of relationship, the vendor is required to produce a certificate
of destruction of data

YES NO

!
|

Manager signature Date
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ATTACHMENT E. DATA ACCESS, DATA COLLECTION, AND SECURITY MEASURES

Personal data shall be collected only for specified, lawful purposes and processed in a manner
compatible with those purposes. Data is solely used for the purpose of which it was collected
unless consent or legal obligations require otherwise.

Personal data access is restricted to authorized personnel. Employees will receive training upon
new hire and then annually from then on, unless job-specific changes occur which require more
training.

Employees will review forms and procedures to ensure that only the minimum amount of data is
collected for completion of the purpose of collection.

- Yearly review of forms to determine if information is needed. If purpose of collection can be
accomplished with less information, forms will be updated to reflect that only the minimum
amount of information is collected.

- APrivacy Data Request Notice QR code will be provided on all forms in which personal data
is collected.

- APrivacy Data Request Notice QR code will be displayed at point of collection

Persons with access to personal data are allowed to sale any personal data.

The City shares personal data with third parties only when necessary, in compliance with protection
regulations and under contracts that include necessary data requirement. A Privacy Clause will be
attached to all contracts and provided to the vendors with access to personal data.

At any time, the Privacy Officer feels that access restriction is warranted, the Privacy Officer may
revoke access privileges to employees/volunteers.
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PURPOSE

The purpose of this Policy is to provide clear guidance and uniform procedures in maintaining
City-wide records that include the maintenance, classification, release, and destruction of City
records. Additional benefits include, but not limited to:

To aid and assist the continuing operations of government in making informed decisions
To maintain good business practices- records management creates efficiency

To allow information to be open for observation and access, while safeguarding privacy
and confidentiality

RECORD OFFICER RESPONSIBILITIES

The Record Officer oversees the maintenance, classification, release, and destruction of city-
wide records and oversees the departmental appointed records keeper. The Records Officer
makes the final decision concerning the records of the City. The Records Officer is a
knowledgeable person of records management, typically the appointed city recorder, who has
been trained by the State Archives. The responsibility of the Record Officer includes, but not
limited to the following:

>

YV V VVVVYVY

Develop and provide oversight of the records management program in the City, including
training others in the City to follow established records management guidelines, policies,
and retention schedules.

Serve as the contact person with the State Archives.

Oversee the departmental records coordinator

Implement State record retention schedules

Schedule and follow through on destruction of obsolete records

Maintain information on what record series have been scheduled and conduct periodic
reviews to update information as changes occur.

Report classification designations on record series to State Archives.

Log destruction of electronic records

Respond to all requests for information

INDIVIDUAL DEPARTMENT RESPONSBILITIES

Each City department plays a key role in the records management process and its success. Each
department will delegate a person to act as “Record Coordinator”. This person will coordinate
with the Record Officer the maintenance of all department records. Specifically, the records
coordinator will be responsible for the following:

>
>
>
>

Maintain an accurate inventory and maintenance of all active records

Transfer, at least annually, inactive or records to be destroyed to the Record Officer
Provide the Record Officer with information or records in complying with GRAMA
requests.

Maintain and understand the department’s retention schedule



RECORD INVENTORY

Records Management begins with a comprehensive knowledge of what each record includes.
The best way to gain an understanding is through a records inventory. Physical inventory is the
foundation of a great records management program.

Every subsequent step is based on its accuracy and completeness. The inventory work
throughout various departments in an organization provides a detailed view of the everyday
operations of government. Records inventory produces a valuable management tool and provides
unique in-depth insight into organization-wide operations. This is a very important step to allow
the Records Officer to gain a better knowledge of all essential data. The inventory should include
all records both active and inactive that are stored within each Department.

The time spent by the records officer and departments will be lengthy in the beginning; however,
once the project is complete the maintenance will be second nature. This is an ongoing process;
each department’s designated records coordinator will work with the records officer to offer
access to all pertaining desks, file cabinet, and electronic files.

WHO MAINTAINS A RECORD?

Each department should maintain all records within their possession. When the records
coordinator of the department determines a record to be inactive, the record shall be transferred
to the records officer to be maintained until the record reaches its maturity at which time the
record may be destroyed. All permanent records may be transferred to the Utah State Achieves at
the discretion of the records officer.

When transferring records to the record officer, please use the “Records Management Transfer
Form™ and attach to each box with descriptions of the records.

INTERNAL RECORDS REQUESTS

Staff may refer to city departments for information as necessary to complete one’s assigned
duties. Records requiring access to active departmental records should be referred to the
department’s designated records coordinator. Records requiring access to non-active or
permanent records not in the possession of the departments should be referred to by the records
official. Staff requests for information unrelated to assigned duties must comply with the
government records access management act (GRAMA).

PUBLIC RECORDS REQUEST

Public requests for a record must be made by completing a GRAMA request form.
The completed form will be transferred to the record official to respond to the request.
A public records request is only to be authorized and released by the records officer or
designee during the records officer’s absence. If necessary, the record coordinator shall
provide the records officer with the information and records necessary to comply with the
request. The record official shall maintain a complete detailed listing of all record requests.
Please refer anyone asking for records to use the GRAMA request form.




HOW TO TRANSFER RECORDS TO THE RECORDS OFFICER

When a record has been declared inactive, the records coordinator shall box and label the
inactive record. The label shall include the record name, description, and time period of record.
For example, Record Name Payroll, Record Description time sheets, Date: from January 1, 2005
— December 31, 2005 GSR Code: GSR 116 (codes have been provided to each department and
can be found in the city/shared drive under Records Management.). After the record has been
boxed and labeled, the record coordinator shall take the record to the record official to maintain.
Please use the form provided by the Records Officer to ensure that there is consistency among
the labeling of the boxes.

RECORD DESTRUCTION

When a record has reached the required retention established by the Utah State Archives, the
records official shall prepare, at least annually, a detail inventory of the expired records
certifying its contents and receiving written approval from the records coordinator of the
department from which the record was transferred from The records official shall transfer the
records to be destroyed to a certified burn center, or certified shredding service.

When a record has reached the required retention established by the Utah State Archives, and is
in electronic form, the records coordinator may deleted/destroy the record. The records
coordinator will log the destruction of the digital record on the “Department Destruction Log”
located in the Records Management folder on the city shared drive. This log is to be kept by the
records coordinator and given to the records officer at the time when the destruction of paper
records is completed to be kept with the Certificate of Destruction log for that year.



GLOSSARY

ACTIVE RECORD: is a record used or referred to at least once a year.

CLASSIFICAION: “Classification,” “Classify,” and their derivative forms mean determining
whether a record series, record or information within a record is public, private, controlled,
protected, or exempt from disclosure under Subsection 63-2-201 (3)(b).” UCA 63-2-103(3

ELECTRONIC RECORD: a database system record, Email, and individual work station files.

GRAMA The Government Records Access and Management Act: is a comprehensive
records law dealing with the management of government records, who is entitled to access those
records, the exercise and enforcement of access rights, and the establishment of the State
Archives. GRAMA states that it is the responsibility of Utah’s governmental entities and
political subdivisions to “establish and maintain an active, continuing program for the
economical and efficient management of the governmental entity’s records (UCA 63-2-903(1)).”

INACTIVE RECORD: is a record used or referred to less than once a year.

RECORD: ‘Record’ means books, letters, documents, papers, maps, photographs, films, cards,
tapes recordings, electronic data or other documentary materials regardless of physical form or
characteristics: which are prepared, owned, received, or retained, by a governmental entity or
political subdivision; and where all the information in the original is reproducible by photocopy
or other mechanical or electronic means. UCA 63-2-103 (1) (a)

RECORDS COORDINATOR: department designee assigned to maintain individual
department records and inventory

RECORDS OFFICER: (City Recorder) “Records Officer” is the individual appointed by the
chief administrative officer of each governmental entity, or political subdivision to work with
State Archives in the care, maintenance, scheduling, designation, classification, disposal, and

preservation of records. UCA 63-2-103(21)

RECORDS RETENTION SCHEDULE: The records retention schedule will follow the Utah
Municipal General Records Retention Schedule as issued by the Utah State Archives & Records
Service.

SCHEDULE, SCHEDULING: the process of specifying the length of time each record series
should be retained by a governmental entity for administrative, legal, fiscal, or historical
purposes and when each record series should be transferred to the state archives or destroyed.



G. DATA BREACH RESPONSE PLAN
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City of Washington Terrace Privacy Policy Statement

Privacy Policy

The City of Washington Terrace is committed to safeguarding the personal data of its residents,
employees, and stakeholders. This policy outlines our practices for collecting, processing,
storing, and sharing personal data in compliance with the Utah Government Data Privacy Act
(GDPA), Utah Code Section 63 D-2-103. Access to your information is limited to those who
need it to perform City Operations. Access to work areas and digital systems that contain your
controlled information is protected and restricted.

Washington Terrace City is committed to protecting your privacy. The purpose of this statement
is to inform those initiating, updating, inquiring, or terminating services with Washington Terrace
City where personally identifiable information (PII) is collected and processed. For the purposes
of this statement, “Personally Identifiable Information” means any information relating to an
identified or identifiable individual who is the subject of the information. Personally Identifiable
Information is not a classification or records under Utah Code Section 63G, Chapter 2,
Government Records Access Management Act (GRAMA). If an appropriate request is made to
the city for information that is subject to disclosure under GRAMA, and not otherwise private,
controlled, or protected, the City may be required to disclose the information requested.

Personal data shall be retained and disposed of in accordance with a documented record retention
schedule

Data Collection

Personal data shall be collected only for specified, lawful purposes and processed in a manner
compatible with those purposes. Our website is not set up to track, collect, or distribute PII’s
about our visitors

Only the minimum amount of personal data necessary to achieve the specified purpose shall be
collected.

Data Processing

The City of Washington Terrace shall process personal data only when there is a lawful basis,
such as consent, legal obligation, or public interest. Efforts will be made to ensure personal data
is accurate, complete, and up to date. Personal data shall be used only for the purposes specified
at the time of collection, unless further use is authorized by law. Information that you voluntarily
supply when you register or initiate transactions, such as your name, address, email, and
telephone number is private and confidential. Information gathered is stored in a secure location
and 1s accessible only by designated staff and is used only for the purpose for which you provide
the information.

Individuals have the right to request access to their personal data held by the City.

Individuals may request correction of inaccurate or incomplete personal data. Individuals may
contact the City Recorder’s Office at amyr(@washingterrace.gov by email, or the Department in
which a transaction was initiated to request deletion of their personal data, subject to legal or
operational requirements.
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Data Sharing and Disclosure

Personal data shall not be shared with third parties unless permitted by law or with the explicit
consent of the data subject. The City shall not sell personal data unless expressly required by
law. The City shall not establish, maintain, or use undisclosed or covert surveillance unless
permitted by law.

Non-City Websites and Third-Party Services

Washington Terrace City contracts with third parties for certain services such as website hosting,
financial transactions, permit requests, and registrations. Various third-party websites may be
linked through Washington Terrace website to provide or facilitate services for the public.

In using a third-party service, you are also agreeing to that services Privacy Policy. Washington
Terrace City is not responsible for the privacy practices, privacy statements or content hosted on
external websites. Visitors to third-party websites are advised to check the privacy notices of
those websites and be cautious about providing PII without understanding how that information
will be used.

Children’s information

Washington Terrace City online services are intended for use by adults. The city does not
knowingly collect personal data from children under 13 years of age. Users should be aware that
the PII submitted to the city website will be treated as information given by an adult and may
become subject to Public Records Requests as controlled by GRAMA. Washington Terrace City
does collect personal information about children under the age of 13 with parental consent. We
only collect the information necessary to provide the agreed upon service at the time of
collection.

Contact

Washington Terrace City operates its website in cooperation with Catalyst.
If you have any questions or concerns, please contact:

Phone: 801.395.8282

Email: tomh@washingtonterrace.gov

We want you to feel comfortable using our services, knowing that your privacy is respected and
protected. We welcome your feedback on this notice, which is reviewed annually. For more
information on our privacy or records management practices, please contact the City Recorder at
amyr@washingtonterrace.gov

Changes to this Policy

The City reserves the right to change this policy at any time by posting revisions on the City
Website. This privacy policy does not create any contractual or other legal rights in or on behalf
of any party. Nothing contained herein shall be interpreted to waive, in whole or in part,
Washington Terrace City governmental immunities (whether statutory or common law). You
agree that any claims or lawsuits arising from the use of the Clearfield City websites shall be
governed by Utah law

Last revision: 03/25/2025
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COMPLIANCE MONITORING AND REPORTING PROCEDURES

The City will review and update privacy policies yearly to ensure compliance with respective laws.
Reviews may be completed periodically when laws or best practices change, but must be
completed at least annually.

Items to be monitored:

e |ncident and breach reporting log. Log should be reviewed to notate any patterns or trends
that may have occurred. Log should be reviewed to ensure that all incidents were resolved.

e Privacy complaint log should be reviewed to notate any patterns or trends that may have
occurred. Log should be reviewed to ensure that all incidents were resolved. Timely replies
and resolutions should be notated.

e Regular Health Checks should be completed annually to determine if there are any
weaknesses in the processes of the City and what corrective actions can be taken.

o Departments who store or process personal data should review their Personal Data
Inventory sheet annually and report any changes to the Privacy Officer.

e Any changes that occur through Privacy Data Inventory sheets should be notated and
updated on the City Privacy Statement (Website) as well as the City Privacy Data Request
Notice.

e The Privacy Officer shall complete the Monitoring Metrics sheet yearly and note any
improvements or changes in maturity of the program.

The Privacy Officer will complete the Internal Annual Report for Data Sharing and the report will be
submitted to the Mayor and City Council, unless otherwise specified in law.
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DATA SUBJECTS RIGHTS

The City does not sell or monetize any personal data. Requests made for personal data under the
Utah GRAMA statue does not constitute sale of personal data.

A Personal Data Request Notice will be made available at the time of data collection. Notice may
be displayed on signage, a QR Code, on the form, or handed out separately. This notice will inform
individuals about the reasons for the data collection, intended use of data, consequences of
refusing data, and entities in which data may be shared.

Individuals may contact the City to have access to their data for corrections and review. Individuals
may contact the City Recorder at 801.395.8283, or amyr@washingtonterrace.gov to request their
access to their data, and make any corrections necessary. The Recorder will complete the forms
needed for corrections, and notify the department involved in changing the data. If further
information is needed, the department will contact the individual.

The City will seek individual’s agreement before processing data that may need expressed consent.
The Employee will use the DATA PROCESSING CONSENT Form to obtain a signed signature from
the individual.

Individuals have the right to request deletion of their personal data, subject to legal or operational
requirements.

Individuals have the right to withdraw their consent to use of personal data, when circumstances
allow. The City may use the data until the written acknowledgement of the withdrawal.
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TRAINING AND AWARENESS POLICY

The City of Washington Terrace provides privacy training to employees and volunteers to ensure
that they understand the importance of privacy policies and know how to follow them.

Privacy-specific training will be conducted by the Human Resource Department/City Recorder in
conjunction with the Privacy Officer annually. Training will consist of refreshers and new policies or
changes in procedures. The training will be held in-person and an attendance sheet will be
maintained by the Human Resource Department.

Newly hired employees will receive the training within 30 days of hire. If an employee is transitioning
to a different job description which requires more training, the training will be given within 30 days
of the transition.

When in-person training is not possible, the Human Resource Department will provide the
employee/volunteer with the material presented in the training and the employee/volunteer must
sign an affidaviat that the required training was completed.

The Privacy Officer will review new changes/best practices and laws annually before the training is
to take place. Modules and training materials will be updated to reflect the changes.

Employees will be trained on privacy policy, storing and sharing information, records retention
relating to personal information, as well as reporting of incidents and breaches.
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